Hacking Government Bureaucracy
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The views expressed in this talk
are those of the authors and do
not reflect the official policy or

position of Kopidion, the United
States Government, or any of
our other current or past
employers.
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Peter, we sorta

have a problem here.
You apparently didn’t
put one of the new
coversheets on your

— TPS report.
"ﬂ'o., *
\ :



https://www.youtube.com/watch?v=Fy3rjQGc6lA




Problem

* Bureaucracies will crush your mission,
organization, your people and soul

* Not taught in the classroom

* The mission of cyber in the DoD is
essential

* Recruiting, retention, reputation, and
mission accomplishment will suffer

* Learning to navigate/hack bureaucracy
is essential to operational and
professional success

* Bureaucracy in software

HT: @jckichen @KangriCarrier
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Safety Briefing

* To be clear, I'm not suggesting - N -
illegal or unethical behavior | - .

* Use common sense and don’t cross .
the line g T3
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Front Page
of the NY
Times Legal

It Depends

lllegal

You Want to
Operate Here

Not Here

Definitely
Not Here



And Legal May or May Not Mean Ethical

Need Payday Loans in Fort
Benning (GA)?

It takes only 3 minutes
Fast, easy and safe payday loans online

Bad Credit Ok Instant Approval

Fast Cash 24]7

Get Started Now!




Understand that Some Restrictions are There for a Reason
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Horida Law prohibifs the feeding
of alligatorst!

Support Wildlife Alert!

If you see someon
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for a handout!
or molesting
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DARPA’s (Mudge’s) Cyber Fast Track

“At DARPA, Mudge hoped to bring his
‘hacker ethos’ to the conservative
organization, creating a Cyber Fast
Track (CFT) program that gave small
grants to more agile individuals and
small research groups to provide
innovative security technology.”







“‘Hacking the bureaucracy’ is
‘}‘E Center for Cyber 3oyt being a public-sector

DEFENSE r
INNOVATION UNIT 4

:%_ Security Studies
e mmmmmmeent entrepreneur. It’s about having
an outsized impact, at a scale
beyond the resources under
your control.”

- Nick Sinai

CYBERWORX™

TATOOINE

DEFENSE DIGITAL SERVICE




Bureaucracies Have Defensive o Lawyers

Shields and Weapon Systems » Policies and Law
* NDAs/EULAs
‘ * Unempowered CSRs
' , * Voice Mail Hell

* Apathy
e Pettiness




Bureaucracies Can . Legal DDOS

(' Attacked - * Funding
S  Rotating Leaders

%« Bad Press
* Public Shaming
A ELS
w o
v Billets
-~ * Congressional Hearings
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RTFM (Read the Manual)

* Follow instructions

* Know the policy as well as or
even better than the person you

are dealing with.

* If they want a form filled out in
black ink, 10 days in advance,
with a notarized signature, give it
to them.




Don’t Be Emotionally Hijacked...

DISABLED

LOW Emotion HIGH Emotion

(Calm, Relaxed) (Anger, Fear, Excitement, Love,
Hate, Disgust, Frustration)

..even if you are baite

ps://blog.ttisi.com/emotional-intelligence-prevents-amgydala-hijack



€ Vo &
g~
o

-

;
_ y i . |
| WANT YOU TO BE NICE.... \

UNTIL IT'S TIME TO NOT BE EI-CE




Keep a Sense of Humor

; z
OKAY, THAT'S ALL PLEASE LET IT END. WHAT'S
FOR TODAY UNLESS |3 PLEASE LET IT END. THE 1
ANYONE ELSE HAS A |E COMPANY GAAA
QUESTION. 3 VISION?
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Improving Your
Technique

https://www.aikidoyuishinkai.org/founder-of-aikido/



Gather Information Understand the Ask Develop strategies and Choose best option and

wargame execute

*RTM ® Routine or novel? e Follow the process, e Success?
* Visit website/office e Easy or hard? if possible e ISuccess
e Talk to people e Make it as easy as
 Know anyone? you can
e Secret handshakes?
* Does target have the
authority/ability to solve
the problem?
* Bring in a specialist
- J N J \ J \ J
Success ISuccess
* Yay! * Thank them anyway

e Thank them*

Don’t burn the bridge
Take a deeper look

*Various degrees of thanking them

* Choose your battles

Were they right in saying no?

Adapt and improvise in next phase



Thanking People

An organizational
award

A formal
award

From your
boss to theirs

Via email
(cc Boss)

 Don’t overdo it.

* Should be appropriate

e But take the time

 But beware a vindictive boss

In person



X X X X

On second thought, these might not
be entirely crazy in an official
capacity. For example...

 Transferring excess equipment

* Helping with an organizational
web page update

 Sharing an extra person, etc.

Check with an ethics and/or legal
advisor.



ASKING FOR | —
FORGIVENESS LIKE | | =

—

—

Ask forgiveness, not permission Always get their name Try to get receipt confirmation

3 ; e mm m
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Always keep a copy Make sure you have perspective Be careful when using work machines
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Who is the Decision Maker?"




https://fineartamerica.com/featured/funny-signs-signhumor-advertising-m-r-m.html



Route Around Bureaucracy
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https://tarpits.org/experience-tar-pits/la-brea-tar-pits-and-hancock-park



| BEMEMBEB BEST BlﬂﬂK

* Avoid the fight

* Avoid getting drug
into the fight

* Deescalate
* Compromise
* Partner

T\ ° Notinvented here/
IEEs-zaedize  Don’t rediscover fire



It Things Start Going South
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It You Must Fight, Know Your Adversary

If someone is a senior in
an bureaucracy, it isn’t
by chance.

Who are you in this
picture?

https://play.google.com/store/apps/details?id=com.BestAikidoTechnique.ParamountDev&hl=en_US



Happy or bitter

Careerist self-promoter Brand new or

_ experienced
Loves/hates current job

Ground down by

On a power trip the bureaucracy

Works for a tyrant,
or a great boss

Well intentioned,
but overwhelmed

High (or low) EQ/IQ
Willing to make a

common sense decision

Apathetic or Caring

Personas

Empowered or unempowered Must. Color. Inside. The. Lines.

Put yourself in their shoes/head



ek Threats x Vulnerabilities x Impact
sk, = —D—D—D—D—D—D—D—D—D—DD—D—D—D007———
Security Controls



R

How much power do they
have?

Is there a hidden relationship

to be aware of?
How senior are they?

Have they been selected for
promotion?

How established are they?
What is their reputation?

Threats x Vulnerabllltles X Impact

 How are you How long until they (or you)
vulnerable? move?

* How senior are you? * Will you encounter them

e How established are again, directly or indirectly?
you?  Assume a _long_memory,

except when it is short

* Consider intended, and
unintended effects.

* What will this do to your
reputation?

Security Controls

How “right” are you?

How “wrong” are they?

Do you have top cover?

Do you have tangible evidence?



Escalation

 Must be done carefully and rarely

* Exhaust all reasonable means first Your Boss's Other’s

* Do a risk analysis S HE50E Biese

* Make sure what you are asking for
IS appropriate

Your Boss

Solves: 90%




Escalation

 Must be done carefully and rarely

* Exhaust all reasonable means first

* Do arisk analysis

* Make sure what you are asking for
IS appropriate

Solves: 90-95%

Other’s
Boss’s Boss

Your Boss’s
Boss

Explain
situation,
Your Boss Ask for
their help

Socialize

Depends




Escalation

 Must be done carefully and rarely

* Exhaust all reasonable means first

* Do arisk analysis

* Make sure what you are asking for
IS appropriate

Solves: 95-98%

Best done

Your Boss’s cer to peer Other’s
Boss g P Boss’s Boss

instead R

IS
S
IS
S
o :
Depends R E.xplal.ns
o situation,
o Ask for

their help

Your Boss
Ask your
boss for help,
Boss will . R
likely teach Risky, must .
you a at least keep .,
solution peer informed



Escalation

* Must be done carefully and rarely

* Exhaust all reasonable means first Your Boss’s Other’s

* Do a risk analysis Hos Boss’s Boss

* Make sure what you are asking for
IS appropriate

I’m talking routine bureaucracy
in the following examples.

Your Boss

I’m not referring to EO, EEO,
Sexual Harassment where there
are deliberate reporting
processes in place. Jumping the chain of
command is generally,
a bad idea, without

Solves: 98-99.9% good reason




E S Ca ‘ atl O n Outside Entity |G, Congress...

 Must be done carefully and rarely

* Exhaust all reasonable means first Your Boss's Other’s

* Do a risk analysis B HEEEE Bies

* Make sure what you are asking for
IS appropriate

I’m talking routine bureaucracy
in the following examples.

Your Boss

I’'m not referring to EO, EEO, Jumping outside the chain
SO EIC IRV ER = of command is generally,
are deliberate reporting a bad idea, without a very
processes in place. good reason

Solves: 99.9-99.95%



Wargaming

Counter-
Action

Reaction



What You as a Leader Can Do

 Shield your people from the bureaucracy so
they can focus on the mission

* Don’t burn yourself out, you can’t boil the
ocean by yourself (ablation)

* Don’t let organizations under your span of
control become part of the problem

* Try to get delegated authority

* Understand there are two sides to every
story

* Teach, coach, mentor
e Learn (from your people, a mentor)

* Complement your personality with an
opposite type




Beware the Easy
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Lean Six Sigma Process Diagram

http://library.goldensaras.com/process-flow-diagram-six-sigma?action=instant_read&campaign=xamwiring&refhost=subd.dogan.bocep.mohammedshrine.orgorg




Relationship Building...

...You Reap What You Sow

https://commons.wikimedia.org/wiki/File:Felsoetold_Wheat_field,_Hungary.jpg



Staffing, Consensus,

ARMY STAFFING FORM
e s, s 28 0
e e iy

4 TR S

=)

S —
T TRALRS) ML

b mmaT

P —— -

)

AFFROVED

1. Recormmendation.

NOTED

SEE ME COMMENT

& LEAD AGEWCY STARF COORDMATION
e | e |

ASTEw PR
T Peca Mmtasd et
UL L DCATON

BRSO A
R CIOAR NGA PO TOM RTARY PRI,

TRACS ARG v R
T O T -

Lﬁm

DA FORM 5, MAK 3894

e T

_.«-“'H e e
- . +
s 4 4
' 1
1 1
" 4
. 4 4
. t 1
4 4 -
4
[y

ol

FLE LAS Y oty e P .
! £

)
oo

§ S I ) I -

DA FORM & MR 3000

e I——
i 1L

and Concurrence

9. STAFF COORDINATION

ZONCL ‘,gﬁ.J AGENCY NAME (TITLE, LAST NAME) PHONE { DATE " .
|
|
|
]
|
J
|
|
|
|
|
|
|
|
|
|
DS RETURNED REQUESTING ADDITIONAL INFORMATION/CLARIFICATION

https://armypubs.army.mil/pub/eforms/DR_a/pdf/DA%20FORM%205.pdf




* Prediction

* Timing

* Speed

* Picturesorit
didn’t happen
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TECHNOBABBLE: THEN AND NOW

/
‘f

it appearstohe amulti-phasic
temporal conuergence in the
space-time continuum.

Time crystals.)

Communication

* Speak in the language of your
audience

* Many audiences speak military
doctrine not quantum physics*

* Tell your story (internally and
externally)

*anything technical is considered quantum physics



What is this? A hammer?  No, it is a weapon system.

How much should it cost?  $50,000 or $52,382.19? $52,382.19

Seriously though, pay attention to those budget classes at school.
They matter. Take your budget stuff seriously. Get into the POM.
Your budget will be attacked.

ttttt ://en.wikipedia.org/wiki/ |



Try to have their sta

room

* Develop multiple champions

e Use the “Easy Button”
sparingly

e Office calls

* Preparatory fires

* Keep informed




Senior Leaders

9

/\ * Are the safety valve of the system

V AN * Commanders/Command NCOs >> Line
I Leaders

AN ¢ 4>3>2>1

NCO<->NCO, WO<->WO

| Sa

Easy button
Have limited political capital and bandwidth
Don’t put them at risk

Might not be the only ones reading their
email

Definitely not the only ones who can view
their calendar
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Leading Cybersecurity Innovation:
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Parting Thoughts...
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NEWS | DEFENSE NEWS

Cybersecurity for 2020 Elections a Top
DOD Priority, General Says

JULY 20, 2020 | BY DAVID VERGUN, DOD NEWS



Greg Conti // @cyberbgone // @kopidion_llc



