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Disclaimer

The	views	in	this	talk	are	those	of	the	speaker	and	do	not	reflect	the	policy	or	position	of	his	current	or	former	employers, which	include	
IronNet	Cybersecurity,	the	U.S.	Department	of	Defense	and	the	U.S.	Army.
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https://www.iranhumanrights.org/wp-content/uploads/IranCyberArmy-1.jpg
https://www.crowdstrike.com/blog/wp-content/uploads/2016/09/FancyBearBlog.jpg

https://www.c4isrnet.com/dod/2017/11/02/army-navy-cyber-teams-say-theyre-ready-to-go-a-year-early
https://www.reuters.com/article/us-cyber-northkorea-exclusive/exclusive-north-koreas-unit-180-the-cyber-warfare-cell-that-worries-the-west-idUSKCN18H020



InfoSec

From	2000	to	2009:	Birth	of	“Cyber”
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A	Cyber	Army	of	Today

United States Army Cyber 
Command directs and conducts 
integrated electronic warfare, 
information and cyberspace 
operations as authorized, or directed, 
to ensure freedom of action in and 
through cyberspace and the 
information environment, and to deny 
the same to our adversaries.

http://www.arcyber.army.mil/Pages/ArcyberHome.aspx



A	Cyber	Army	of	Today

United States Army Cyber 
Command directs and conducts 
integrated electronic warfare, 
information and cyberspace 
operations as authorized, or directed, 
to ensure freedom of action in and 
through cyberspace and the 
information environment, and to deny 
the same to our adversaries.

http://www.arcyber.army.mil/Pages/ArcyberHome.aspx



A	Cyber	Army	of	Today

United States Army Cyber 
Command directs and conducts 
integrated electronic warfare, 
information and cyberspace 
operations as authorized, or directed, 
to ensure freedom of action in and 
through cyberspace and the 
information environment, and to 
deny the same to our adversaries.

http://www.arcyber.army.mil/Pages/ArcyberHome.aspx



A	Cyber	Army	of	Today

United States Army Cyber 
Command directs and conducts 
integrated electronic warfare, 
information and cyberspace 
operations as authorized, or directed, 
to ensure freedom of action in and 
through cyberspace and the 
information environment, and to deny 
the same to our adversaries.

http://www.arcyber.army.mil/Pages/ArcyberHome.aspx



And	We	See	the	Effects…



http://money.cnn.com/2015/08/05/technology/aramco-hack/index.html







http://www.philly.com/philly/news/politics/presidential/facebook-russia-fake-posts-trump-election-clinton-20171006.html



https://www.nps.gov/feha/planyourvisit/images/Donald_Trump_swearing_in_ceremony.jpg



“Resilient	Military	Systems	and	the	Advanced	Cyber	Threat,”	Defense	Science	Board,	January	2013.	
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Military	Thinking	Adopted	in	Cybersecurity

https://www.surfwatchlabs.com/threat-intelligence-products/purchase	
https://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html

Kill	Chain Threat	Intelligence



Campaigns TTPs

https://www.recordedfuture.com/assets/attacker-landscape-61398-timeline.png
http://slideplayer.com/slide/4255725/14/images/43/Risk+Analysis+Intel+Gain/Loss+Calculus+@%25.jpg





Examples…



Center	of	Gravity	Analysis

“a	source	of	power	that	provides	moral	or	physical	
strength,	freedom	of	action,	or	will	to	act.”
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Hardware	Supply	Chain
Software	Supply	Chain
Internet	Governance
WWW
Email
Protocols
Telecom	Infrastructure

Chip	foundries
Chip	design	firms	
Transportation	
Warehousing

App	store	code	reviews

Submarine	access	to	
undersea	cables

Version	control	software

Undersea	cables	
Communications	satellites	
EM	spectrum

Warehouse	physical	security

OS	companies
Open	source	repositories	
Open	source	developer	
communities
Software	update	
mechanisms	
App	stores

GPS	jamming	and	spoofing

Outdated	hashing	algorithms	

OS	source	code	access

Opaque	nature	of	chip	logic



Fires	and	Targeting
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IO	Defined

IO	employs	psychological	operations	
(PSYOP),	cyber	operations,	
electronic	warfare	techniques,	
deception,	and	operations	security	
(OPSEC)	to	defend	information	and	
information	systems,	and	to	
influence	decision	making.	Occurs	
in	both	peace	and	war.



Cyber	Enabled	IO

See…
Herb	Lin	“On	Cyber-Enabled	
Information/Influence	Warfare	
and	Manipulation,”	Oxford	
Handbook	of	Cybersecurity,	
2018	(Forthcoming)	
https://papers.ssrn.com/sol3/p
apers.cfm?abstract_id=3015680

http://www.independent.co.uk/life-style/gadgets-and-tech/news/north-korea-us-forces-evacuation-fake-message-trump-kim-jong-un-latest-a7961766.html



Intelligence	Process

Derived	from:	http://www.dtic.mil/doctrine/new_pubs/jp2_0.pdf



Effects Based	Operations

● Deceive - Cause	a	person	to	believe	what	is	not	true
● Degrade - Temporary	reduction	in	effectiveness
● Delay - Slow	the	time	of	arrival	of	forces	or	capabilities
● Deny - Withhold	information	about	capabilities
● Destroy - Enemy	capability	cannot	be	restored
● Disrupt - Interrupt	or	impede	capabilities	or	systems
● Divert - Force	adversary	to	change	course	or	direction
● Exploit - Gain	access	to	systems	to	collect	or	plant	information
● Neutralize - Render	adversary	incapable	of	interfering	with	activity
● Suppress - Temporarily	degrade	adversary/tool	below	level	to	

accomplish	mission

https://en.wikipedia.org/wiki/Effects-based_operations
http://armypubs.army.mil/doctrine/DR_pubs/dr_a/pdf/fm3_60.pdf	
http://armypubs.army.mil/doctrine/DR_pubs/dr_a/pdf/fm3_09.pdf

https://openclipart.org/image/800px/svg_to_png/191794/william-morris-letter-d.png

A	military	concept	for	
planning	and	executing	
operations	designed	to	
achieve	a	desired	effect.	



Deception

Attacker Defender

Human Providing	decoy	web	
page

Convincing	IT	Help	Desk	
to	reset	password

Phishing

Code	/	
Machine

Analysis	VM	
environment	
convinces	malware	it	
is	“real”

Spoofed	network	
service	banners

Spoofing	browser	user	
agent

Spoofing	IP	address



The	Future	of	Cyber	Armies

• Every	major	power	and	most	
minor	powers
• United	States	Cyber	Academy
• Separate	military	service	for	cyber
• 30	year	veterans	of	continuous	
offensive	and	defensive	
operations
• Robust	Legal	Authorities
• Cyber-enabled	IO
• AI	and	Human	Teaming



•When	assessing	your	threat,	think	
like	a	nation-state	cyber	army
•There	is	much	to	mined	here	for	
both	researchers	and	practitioners
•Read	a	manual	or	book	on	the	
subject	and	look	for	intersections	
with	infosec

Takeaways…

https://xkcd.com/1573/



Where	to	Go	for	More	Information…

Deception
JP	3-13.4

Cyber	
Operations

JP	3-12

EW
FM	3-36

Cyber	
Operations

FM	3-12

IO
JP	3-13

PSYOP
JP	3-13.2

On	Cyber

Cyber	
Defense
Review



Questions???

Gregory	Conti	/	Director	of	Research	/	IronNet	Cybersecurity	/	@cyberbgone

“Years	from	now	
I’ll	remember	
that	I	was	close	
enough	to	crush	
Skynet’s	circuits	
before		the	war	
began.	#regrets”

- @_decius_	


