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Disclaimer

The views expressed in this talk are those of the author and do not reflect the official policy or 
position of West Point, the Department of the Army, the Department of Defense, or the United 
States Government.



https://www.jasondavies.com/wordcloud/#

http://vizsec.dbvis.de/



VizSec Body of Work

http://vizsec.dbvis.de/



Edge of Human Knowledge

Present 10 years 50 years



Edge of Human Knowledge

Books

Courses

Present 10 years 50 years



Edge of Human Knowledge

Books

Courses

Research 
Papers

Present 10 years 50 years



Edge of Human Knowledge

Books

Courses

Research 
Papers

Present 10 years 50 years



Paywall

Edge of Human Knowledge

Books

Courses

Research 
Papers

Present 10 years 50 years

Proprietary

Classified



Paywall

Edge of Human Knowledge

Books

Courses

Future  
WorkResearch 

Papers

Future  
Work

Present 10 years 50 years

Proprietary

Classified



Paywall

Edge of Human Knowledge

Books

Courses

Science 
Fiction

Future  
WorkResearch 

Papers

Future  
Work Science 

Fiction

Present 10 years 50 years

Proprietary

Classified



Past



1996 - Shneiderman’s Mantra

Overview first,  
zoom and filter,  
then details-on demand.

Ben Shneiderman, The Eyes Have It: A Task by Data Type Taxonomy for Information Visualizations. In 
Proceedings of the IEEE Symposium on Visual Languages, pages 336-343, 1996.



General Purpose Information Visualization

Tufte

Spence
http://www.mrmediatraining.com/wp-content/uploads/2013/10/Edward-Tufte-Photo-Credit-Aaron-Fulkerson2.jpg



VizSEC/DMSEC (2004) •visualizing vulnerabilities  
•visualizing IDS alarms (NIDS/HIDS)  
•visualizing worm/virus propagation  
•visualizing routing anamolies  
•visualizing large volume computer network 
logs  
•visual correlations of security events  
•visualizing network traffic for security  
•visualizing attacks in near-real-time  
•security visualization at line speeds  
•dynamic attack tree creation (graphic)  
•forensic visualization  
•feature selection  
•feature construction  
•incremental/online learning  
•noise in the data  
•skewed data distribution  
•distributed mining  
•correlating multiple models  
•efficient processing of large amounts of 
data  
•correlating alerts  
•signature detection  
•anomaly detection  
•forensic analysis 



VizSEC (2005)



The “Dashboard”

http://www.cymbel.com/wp-content/uploads/2010/11/Seculert-Dashboard-2010-11-271.jpg



Security Visualization and Enabler Books Emerge…



Many Eyes 



Present



Analytics



Diverse Data Flows

• Data aggregation 
• Correlation 
• Alerting 
• Dashboards 
• Compliance 
• Retention 
• Forensic analysis

https://en.wikipedia.org/wiki/Security_information_and_event_management



The “Dashboard”

http://www.cymbel.com/wp-content/uploads/2010/11/Seculert-Dashboard-2010-11-271.jpg



Training



Future
http://www.newsweek.com/2015/04/17/flying-cars-are-coming-do-you-really-want-one-319639.html



Time

Human Perception and Cognition

Monitor Size

Data



The “Dashboard”

http://www.cymbel.com/wp-content/uploads/2010/11/Seculert-Dashboard-2010-11-271.jpg



Relationship of Data, Information, and 
Intelligence

http://www.dtic.mil/doctrine/new_pubs/jp2_0.pdf



Expressing Confidence in  
Analytic Judgments

http://www.dtic.mil/doctrine/new_pubs/jp2_0.pdf



Don’t Use Your Powers for #DarkPatterns



Advocacy



Social Good

http://thecooperreview.com/deltas-new-airplane-seating-chart/



Public Education



What is the Secret Ingredient?

“The First Law of Intrusion Detection:  That Which 
You Can’t See, You Can’t Detect.”  - Anup Ghosh

https://en.wikipedia.org/wiki/Blind_man's_buff#/media/File:Blind_mans_bluff_1803.PNG 
https://www.linkedin.com/pulse/first-law-intrusion-detection-which-you-cant-see-detect-anup-ghosh



Chasing the Invisible Man…

http://www.imdb.com/title/tt0024184/



Fight for Visibility



Fight for Visibility



Role of an Adversary



We used to be fighting individuals . . .  
now we are defending ourselves against nation-states



Three Tiers

See Defense Science Board, “Resilient Military Systems and the Advanced Cyber Threat,” JAN 2013 



Privacy

http://www.dailydot.com/politics/national-cybersecurity-awareness-month-posters/



Neural Interfaces

https://www.llnl.gov/sites/default/files/field/file/32300_COMP5_BrainTransBig.jpg



On Demand Web-based Tools

binvis.io



“Big Data” and “The Cloud”

http://www.cloveretl.com/sites/cloveretl/files/image/cluster-big-data-logos.png



IPv6



Moving Target Defense



Deception



Scales of Time

http://www.networkedassets.com/wordpress/wp-content/uploads/2013/02/amazing.jpeg



Humans in the Loop
10. The computer decides everything,  
      acts autonomously, ignoring the human 
9.   informs the human only if it,  
      the computer, decides to  
8.   informs the human only if asked 
7.   executes automatically,  
      then necessarily informs the human 
6.   allows the human a restricted time to veto  
      before automatic execution 
5.   executes that suggestion if the human approves 
4.   suggests one alternative 
3.   narrows the selection down to a few 
2.   the computer offers a complete set of  
      decision/action alternatives 
1.   the computer offers no assistance:   
      human must take all decisions and actions

“Levels of Automation of Decision and Action Selection” from Raja Parasuraman, 
Thomas Sheridan, and Christopher Wickens, “A Model for Types and Levels of  
Human Interaction with Automation,” IEEE Transactions on Systems, Man and  
Cybernetics, Vol. 30, No. 3, May 2000.

http://40.media.tumblr.com/tumblr_lt4dtxZk4f1r4wb4no1_1280.png



Sensors

http://legolab.cs.au.dk/DigitalControl.dir/NXT/pictures.dir/NXT_Sensors_Motors.jpg



Virtual Reality

http://static.guim.co.uk/sys-images/Guardian/Pix/pictures/2014/3/29/1396098221819/The-Oculus-Rift-headset-i-010.jpg



Augmented Reality

Architecture of Radio

http://www.pcmag.com/article2/0,2817,2490230,00.asp



Mobile

DanKam

http://cnet2.cbsistatic.com/hub/i/r/2010/12/17/66009663-fdb9-11e2-8c7c-d4ae52e62bcc/resize/570xauto/246a55650cc91b3599931ad8fc44fc81/dankam-color-blind-test_610x325.jpg



Internet of Things

https://i.ytimg.com/vi/RJMvmVCwoNM/maxresdefault.jpg



Predictive

http://www.imdb.com/title/tt0181689/



User Defined Operating Picture

https://gcn.com/~/media/GIG/GCN/Redesign/Articles/2014/February/graph.png



Operator Requirements

http://images.fastcompany.com/upload/visa-headquarters.jpg



Partnering



Adoption and Commercial Utilization

https://visualign.wordpress.com/2011/10/29/treemap-of-the-market/



Tech Transfer

https://www.fredhutch.org/en/diseases/technology-transfer/for-inventors/process/_jcr_content/par/textimage/hi-res.img.gif/1360111000666.gif



Risk Analysis

http://file.scirp.org/Html/htmlimages%5C2-1480087x%5C52404399-aa5a-499f-b657-c4931d473898.png



Compliance

http://www.iqs.com/wp-content/uploads/2012/09/bigstock-Circular-diagram-of-Compliance-46050409-800x800.jpg



Smart Cities

http://www.districtoffuture.eu/uploads/imagenes/imagenes_meetinpoint_smart-city_2b637ab6.jpg



Smart Cities

http://static.mnium.org/images/contenu/actus/JeuxVideo/Sim_City_5/simcity_desastres_7.jpg



Times are Changing…

https://en.wikipedia.org/wiki/Gilbert_U-238_Atomic_Energy_Laboratory#/media/File:The_Original_Advertisement.jpg



Cyber, Cyber, Everywhere

http://www.wired.com/images_blogs/dangerroom/2009/06/080429-f-2907c-222.jpg



“Layers of Cyberspace”

http://www.dtic.mil/doctrine/new_pubs/jp3_12R.pdf



War on General Purpose Computing

http://www.3ders.org/images/cory_doctorow_speech.png



(Human && Machine) >> (Human || Machine)

http://www.extremetech.com/wp-content/uploads/2014/12/kasparov-vs-ibm-deep-blue-640x414.jpg



Parting Thoughts

http://48az78esb162xomyl2iipyey3f.wpengine.netdna-cdn.com/wp-content/uploads/2014/12/The-Thinker-660x400.jpg



Think in Terms of Research Campaigns

• Long Term 
• Inform decision 

makers 
• Communicate with 

different audiences 
• Research vision

http://www.nps.gov/nr/twhp/wwwlps/lessons/107bennington/107locate2.htm



Marketplace of Ideas

http://web.cs.wpi.edu/~ltharrison/



Engage/Support the Media

http://www.wsj.com/public/page/what-they-know-digital-privacy.html



Challenge Assumptions

http://peshawar.olx.com.pk/we-have-ready-stock-of-used-hard-disk-40gb-80gb-iid-21611687



Think Big

http://www.caida.org/research/id-consumption/census-map/

Cooperative Association for Internet Data Analysis (CAIDA) 
2007 IPv4 Census Map (two-month ping sweep)



Think Small

Microsoft Word 2003 .doc Firefox Process Memory

Windows .dll Neverwinter Nights Database



Irritate Software, Hardware, Protocols, and People

http://commons.wikimedia.org/wiki/File:Pearl_oyster.jpg



Detect Patterns

http://commons.wikimedia.org/wiki/File:Puzzle_Krypt-2.jpg



Detect Patterns

http://justindupre.com/sunday-squakbox-what-are-your-thoughts-on-bitcoin/

http://slashdot.org/index2.pl?fhfilter=bitcoin



Look at the Intersection of Your Interest Areas

Visualization Security

???

• Robots 
• Software Defined 

Radio 
• Cyber Operations 
• Malware 
• Deception 
• Privacy 
• Social Engineering 
• Insider Threat 
• … 
• <What are you 

passionate about?> 



What Makes You Mad

Flying Vodka Bottles



What Can Possibly Go Wrong



Pretty Pictures

http://web.uncg.edu/dcl/courses/psychology-ischool/images/inkblot03.jpg



Think Like a Nation-State

http://commons.wikimedia.org/wiki/File:Political_World_Map.jpg



Look in Cracks, Crevices, Under Rocks, and Other Dark Places

http://commons.wikimedia.org/wiki/File:Stones_1646.jpg





Enjoy the Golden Age of Visualization :)

Questions???

http://1.bp.blogspot.com/-FugwMPYwDYU/UjO-8mTEE5I/AAAAAAACLyU/mdmqaxPVBx4/s1600/13_schomburg_end02.jpg


