Security Visualization
Past, Present, Future

Greg Conti
West Point
@cyberbgone

http://dl.acm.org/citation.cfm?id=2671501
http://link.springer.com/chapter/10.1007%2F978-3-540-85933-8_11
"http://images.cdn.stuff.tv/sites/stuff.tv/files/styles/big-image/public/25-best-hacker-movies-ever-the-matrix.jpg ?itok=KIWTkNW1



Disclaimer

B

Y
e

= L=y _4 A S e e
> e, i A .
- . \ Mia? St A IS -l s} i
’?4‘ / :_‘.4; I ! )
e i L | e
! e ! {11 . - ul 3 *“
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1996 - Shneiderman’s Mantra

Overview first,
zoom and filter,
then details-on demand.

Ben Shneiderman, The Eyes Have It: A Task by Data Type Taxonomy for Information Visualizations. In
Proceedings of the IEEE Symposium on Visual Languages, pages 336-343, 1996.



General Purpose Information Visualization
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Information Visualization

Design for Interaction

Information
Visualization
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VizZSEC/DMSEC (2004)

File Edit View History Bookmarks Tools Help = [= n
VizSEC/DMSEC '04 X \+
€ 9 fit.edu/~pk (B vizsec dmsec w B O 3 1) =

22 VizZSEC/DMSEC 2004 %%

CCS Workshop on Visualization and Data Mining
for Computer Security

Proceedings

October 29, 2004
George W. Johnson Center at George Mason University, Fairfax, VA, USA

Held in conjunction with the Eleventh ACM Conference on Computer and Communications

Security

http://www.cs.fit.edu/~pkc/vizdmsec04.

Registration is available via the ACM CCS web site

CALL FOR PARTICIPATION

Information about security on large and complex computer networks is high volume, heterogeneous,

distributed, and dynamic over time. Of interest to this workshop are two complementary methods to process
high-dimensional data into knowledge: visualization and data mining. Visualization represents

high-dimension security data in 2D/3D graphics and animations intended to facilitate quick inferences for v

visualizing vulnerabilities

svisualizing IDS alarms (NIDS/HIDS)
svisualizing worm/virus propagation
svisualizing routing anamolies
visualizing large volume computer network
logs

svisual correlations of security events
svisualizing network traffic for security
visualizing attacks in near-real-time
*security visualization at line speeds
«dynamic attack tree creation (graphic)
forensic visualization

feature selection

feature construction
sincremental/online learning

*noise in the data

*skewed data distribution

«distributed mining

correlating multiple models

«efficient processing of large amounts of
data

correlating alerts

signature detection

eanomaly detection

forensic analysis



VizSEC (2005)
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VIZSEC 2005

in conjunction with Vis 2005 and InfoVis 2005

Wednesday, October 26
Minneapolis, Minnesota

Sponsored by the National Science Foundation
Sponsored by AT&T Labs

Workshop Chair

Kwan-Liu Ma, University of California at Davis, USA
Program Co-Chairs

Stephen North, AT&T Labs, USA

Bill Yurcik, National Center for Supercomputing Applications (NCSA), USA



The “Dashboard”
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Security Visualization and Enabler Books Emerge...

APPLIED
SECURLDY
VISUALIZATION

RAFFAEL MARTY

SECURITY DATA
VISUALIZATION

JAY JACOBS + BOB RUDIS

Data Driven Security

Analysis, Visu
and Dashboards

WILEY

-
vy

SECURITY
METRICS

Replacing Fear,
Uncertainty, and Doubt

ANDREW JAQUITH

INFORMATION SECURITY
ALYTICS

AN

o Michael Collins



Many Eyes

ERVRSTES

Explore Visualizations [+ |

Visualizations

Data sets Try our featured visualizations
Comments Distances Flown by NASA Space
Topic centers Shuttles ) World’s 100 Largest Newspapers New York City Press Releases
v', Cpite - —]
. { e -1 =7 e et =D
Partu:lpate_ o = E percent ,_,_Y Ork
Create a visualization N | udgeeed — m.’:cmm
Upload a data set . I " s o g .ya;fckm
c i — “. Mayor+==State.
rei?te a topic center [T (. :‘-”G‘-Eim'_i_llionﬁ“hood:-’u:
Register B e rtschoot
e -
Learn more
Quick start By orbier. By circulation From February 2011
by TCPalm_carnold by 1rick by Joan DiMicco

Visualization types
About Many Eyes
Privacy

Blog Survival on the Titanic

Q. &
(I XX 2

A classic visualization from 2007. by Country (in barrels per day) Girl names.
by Martin Wattenberg by jplunkett by kimkam

Top 50 Bata Names of 2008 in NYC
) p &

An experiment brought to you by IBM Research and the IBM Cognos software group




the ﬁe
s whe

rfect

me

N yOou turn
the present

INto

what you want it

‘to 5%
imeetvi |||||

Anna Levine

Present



Analytics
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Diverse Data Flows
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« Data aggregation
« Correlation

» Alerting

« Dashboards

« Compliance

* Retention

* Forensic analysis

https://en.wikipedia.org/wiki/Security_information_and_event_management
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COURSE
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CFP TRAVEL

VISUAL ANALYTICS - DELIVERING ACTIONABLE
SECURITY INTELLIGENCE

RAFFAEL MARTY, PIXLCLOUD | AUGUST 1-2& 34

OVERVIEW

Big data and security intelligence are the two very hot topics in security. We are collecting more and more
information from both the infrastructure, but increasingly also directly from our applications. This vast amount of
data gets increasingly hard to understand. Terms like map reduce, hadoop, spark, elasticsearch, etc. are part of
many discussions. But what are those technologies? And what do they have to do with security intelligence? We will
see that none of these technologies are sufficient in our quest to defend our networks and information. Data
visualization is the only approach that scales to the ever changing threat landscape and infrastructure
configurations. Using big data visualization techniques, you can gain a far deeper understanding of what's
happening on your network right now. You can uncover hidden patterns of data, identify emerging vulnerabilities

and attacks, and respond decisively with countermeasures that are far more likely to succeed than conventional




Future

http://www.newsweek.com/2015/04/17/flying-cars-are-coming-do-you-really-want-one-319639.html
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Relationship of Data, Information, and

Intelligence

| |

Operational l l Data
Environment |
I

Collection

| |

' Information
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Processing
and
Exploitation
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l

Analysis
and
Production

http://www.dtic.mil/d

octrine/new_pubs/jp2_0.pdf



Expressing Confidence in
Analytic Judgments

Low

¢ Uncorroborated
information from good or
marginal sources

e Many assumptions

¢ Mostly weak logical
inferences, minimal
methods application

e Glaring intelligence gaps
exist

Terms/Expressions

e Possible
e Could, may, might
e Cannot judge, unclear

Moderate

¢ Partially corroborated
information from good
sources

e Several assumptions

e Mix of strong and weak
inferences and methods

® Minimum intelligence
gaps exist

Terms/Expressions

o Likely, unlikely
¢ Probable, improbable
¢ Anticipate, appear

High

e Well-corroborated
information from proven
sources

¢ Minimal assumptions

e Strong logical inferences
and methods

* No or minor intelligence
gaps exist

Terms/Expressions

Will, will not

Almost certainly, remote
Highly likely, highly
unlikely

Expect, assert, affirm

http://www.dtic.mil/doctrine/new_pubs/jp2_0.pdf
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Advocacy
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CONGRESS
CAN YOU HEAR US?

Two bills before Congress, known as the Protect IP Act (PIPA) in the Senate and
the Stop Online Piracy Act (SOPA) in the House, are meant to stop online piracy but
would censor the Web and impose harmful regulations on American businesses.
Experts agree that there are better ways to shut down pirate websites than asking
US companies to censor the Web. Join the groundswell of experts, organizations
and people from all parts of America united in their opposition to SOPA and PIPA.
Tell Congress not to censor the Web and not to cripple our innovation economy.
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Public Education

Standard Form 86 Form approved:
Revised December 2010 QUESTIONNAIRE FOR OMB No. 3206 0005
U.S. Office of Personnel Management

5 CFR Parts 731, 732, and =y NATIONAL SECURITY POSITIONS

PERSONS COMPLETING THIS FORM SHOULD BEGIN WITH THE QUESTIONS BELOW AFTER CAREFULLY READING
THE PRECEDING INSTRUCTIONS.
I have read the instructions and | understand that if | withhold, misrepresent, or falsify information on this form, | am subject D YES D NO

to the penalties for inaccurate or false statement (per U. S. Criminal Code, Title 18, section 1001), denial or revocation of a
security clearance, and/or removal and debarment from Federal Service.

I Section 1 - Full Name

Provide your full name. If you have only initials in your name, provide them and indicate "Initial only". If you do not have a middle name, indicate "No Middle
Name". If you are a "Jr.," "Sr.," etc. enter this under Suffix.

Last name First name Middle name Suffix
| Section 2 - Date of Birth Section 3 - Place of Birth

Provide your date of birth. Provide your place of birth.

(Month/Day/Year) City County I State Country (Required)

l Section 4 - Social Security Number
Provide your U.S. Social Security Number.

[] Not applicable

| Section 5 - Other Names Used

Have you used any other names? [[JYES [ ]NO (if NO, proceed to Section 6)

Complete the following if you have responded ‘Yes' to having used other names.

Provide your other name(s) used and the period of time you used itthem [for example: your maiden name(s), name(s) by a former marriage, former name(s),
alias(es), or nickname(es)]. If you have only initials in your name(s), provide them and indicate "Initial only.” If you do not have a middle name (s), indicate "No
Middle Name" (NMN). If you are a "Jr.,” "Sr.," etc. enter this under Suffix.

#1 Last name First name Middle name Suffix

From (Month/Year) To (Month/Year) [:] Present Maiden name? Provide the reason(s) why the name changed

[]Est I [] Est II:IYES []no I




What is the Secret Ingredient?

“The First Law of Intrusion Detection: That Which
You Can’t See, You Can’t Detect.” - Anup Ghosh

https://en.wikipedia.org/wiki/Blind_man's_buff#/media/File:Blind_mans_bluff_1803.PNG
https://www.linkedin.com/pulse/first-law-intrusion-detection-which-you-cant-see-detect-anup-ghosh



Chasing the Invisible Man...
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Fight for Visibility
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Role of an Adversary




Cyber Threat Spectrum

Level of Danger
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High
Organizeq
Crime
Medium Cyber

Terroris
t

of '"teml:aste

Smal|
Criminals
Indivigy,

Cyber Threats

Chart | *HL 1123 & heritage.org

We used to be fighting individuals . . .

now we are defending ourselves against nation-states



Three Tiers

Existential

Creates vulnerabilities using full spectrum

Vs

\

\ Discovers unknown vulnerabilities

£

\li‘xploits pre-existing known vulnerabilities /
' -

Nuisance

See Defense Science Board, “Resilient Military Systems and the Advanced Cyber Threat,” JAN 2013
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Neural Interfaces

'b Lawrence Livermore
National Laboratory

https://www.lInl.gov/sites/default/files/field/file/32300_COMP5_BrainTransBig.jpc



On Demand Web-based Tools
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“Big Data” and "The Cloud”
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http://www.cloveretl.com/sites/cloveretl/files/image/cluster-big-data-logos.png
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Moving Target Defense




Deception
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Members of the 23rd lift a "tank." (Rick Beyer/Hatcher Graduate Library)
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Scales of Time

http://www.networkedassets.com/wordpress/wp-content/uploads/2013/02/amazing.jpeg



Humans in the Loop

RG] 10. The computer decides everything,

acts autonomously, ignoring the human
9. informs the human only if it,
We intelligent agents will never the computer, decides to
live that down, apparently. informs the human only if asked
executes automatically,
¢¢ Open the pod bay doors 9 then necessarily informs the human

¢¢ Open the pod bay doors 99

~N

S 6. allows the human a restricted time to veto
before automatic execution
¢¢ Open the pod bay doors 99 5. executes that suggestion if the human approves
4. suggests one alternative
That's it... I'm reporting you to 3. narrows the selection down to a few
UEETCENRRCCERVIICURCaNE 2. the computer offers a complete set of

harassment. decision/action alternatives
1. the computer offers no assistance:

: 1 human must take all decisions and actions
\,. |

“Levels of Automation of Decision and Action Selection” from Raja Parasuraman,
Thomas Sheridan, and Christopher Wickens, “A Model for Types and Levels of
Human Interaction with Automation,” IEEE Transactions on Systems, Man and
Cybernetics, Vol. 30, No. 3, May 2000.

http://40.media.tumblr.com/tumblr_lIt4dtxZk4f1rdwb4no1_1280.png



Sensors

http://legolab.cs.au.dk/DigitalControl.dir/NXT/pictures.dir/NXT_Sensors_Motors.jpg



Virtual Reality

http://static.guim.co.uk/sys-images/Guardian/Pix/pictures/2014/3/29/1396098221819/The-Oculus-Rift-headset-i-010.jpg



Augmented Reality

Architecture of Radio

http://www.pcmag.com/article2/0,2817,2490230,00.asp



Mobile

DanKam

http://cnet2.cbsistatic.com/hub/i/r/2010/12/17/66009663-fdb9-11e2-8c7c-d4ae52e62bcc/resize/570xauto/246a55650cc91b359993 1ad8fc44fc81/dankam-color-blind-test_610x325.jpg



Internet of Things

https://i.ytimg.com/vi/RIJMvmVCwoNM/maxresdefault.jpg



Predictive

http://www.imdb.com/title/tt0181689/
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Operator Requirements

http://images.fastcompany.com/upload/visa-headquarters.jpg



Partnering




Adoption and Commercial Utilization

Upgrade here to access the Market Map 1000 and
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Tech Transfer

Public Use
and
Financial
Returns

Product TECHNOLOGY TRANSFER
Development

Intellectual
Property
Protection

https://www.fredhutch.org/en/diseases/technology-transfer/for-inventors/process/_jcr_content/par/textimage/hi-res.img.gif/1360111000666.gi



Risk Analysis

LIKELIHOOD
A B (e D | E
Practically | Not likely | Could occur | Itis known to | Common

Impossible | to occur or I've heard | occur or “it or occurs
of it before has before™ frequently

1 First Aid
Injury

[

Medical
treatment
injury
Lost Time
Injury less
than 7 days
4 LTI>7
days PTD
or fatality
5 Muluple
PTD or
fatalities

LvEOZRCOM©VnZON
w

Low — Monitor and manage

Medium —~ Monitor and maintain strict measures

High — Review and introduce additional controls to lower the level of risk
Extreme — Do not proceed — Immediately introduce further control measures to
lower the risk. Re assess before proceeding

http://file.scirp.org/Html/htmlimages%5C2-1480087x%5C52404399-aab5a-499f-b657-c4931d473898.png
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Smart Cities

Environment-

friendly design Regional EMS Smart Buildings
: buildings (Control center) linked through
Wind farm , Regional EMS
Battery storage /
systems \ 7
Next-generation vehicle \
center(operation center) MegaSolar

Intelligent Transportation
System (ITS) ~L

_ Biomass fuels

Multi-energy
station

EV car
— sharing
EVcar
paa ¥ Smart House
. Electric bus

Small / Medium-scale
Smart Buildings

N
N
Multi-energy station

http://www.districtoffuture.eu/uploads/imagenes/imagenes_meetinpoint_smart-city 2b637ab6.jpg



Smart Cities

http://static.mnium.org/images/contenu/actus/JeuxVideo/Sim_City 5/simcity_desastres_7.jpg




Times are Changing...

 Jromic EVEREL A2

——y

GILBERT HALL OF SCIENCE

https://en.wikipedia.org/wiki/Gilbert_U-238_Atomic_Energy Laboratory#/media/File:The_Original_Advertisement.jpg



Cyber, Cyber, Everywhere

Intrusion Detection System
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“Layers of Cyberspace”

Physical Network Logical Network Cyber-Persona
Layer Layer Layer

http://www.dtic.mil/doctrine/new_pubs/jp3_12R.pdf



War on General Purpose Computing

file Edt Yiew Higtory Bookmarks Tools Help - o IE8
) Congress Introduces Provi... X +
@ hitps://www.eff.org/deeplinks/2015/10/ve [ B U 3 a4 =

m ELECTRONIC FRONTIER FOUNDATION

m ABOUT WORK | DEEPLINKSBLOG | PRESSROOM I

vORAS
Congress Introduces Provision That Could Make Vehicle Security
Research Illegal

Far too often Congress proposes tech legislation that is either poorly researched or poorly
drafted (or both). Fortunately, most of the bills don't advance. Unfortunately, this doesn’t seem
to dissuade Congress from constantly writing these types of bills. The House Energy and
Commerce Committee released such a bill last week. It's only a discussion draft and hasn't
been introduced as a formal bill yet, but its provisions would not only effectively put the brakes
on car security research, but also immunize auto manufactures from FTC privacy enforcement
when (not if) they fail to secure our cars. It's a classic one-two punch from Congress: not
understanding something and then deciding to draft a bill about it anyway.

Bad Law Already on the Books

Today's cars are computers with wheels. And the provisions of this bill would effectively shut
down the incredibly young area of automobile computer security research. The first provision
allows the government to fine users $100,000 every time they gain access to the car's data and
computer code "without authorization.” The "without authorization™ language begs the
question of whose authorization is required. Similar language is in the Computer Fraud and
Abuse Act and three different Circuit courts have struggled with what the term exactly means.
Do car owners ever exceed authorized access on their own cars? Under the CFAA the answer is
almost certainly “no,"” but a recent filing in the DMCA rulemaking process by car companies
says "yes,” under copyright law.

It winnild he had nalicy tn nrohihit vehicle awners fram <tiduina and tinkerina with their mwn

http://www.3ders.org/images/cory_doctorow_speech.png



(Human && Machine) >> (Human || Machine)
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http://www.extremetech.com/wp-content/uploads/2014/12/kasparov-vs-ibm-deep-blue-640x414.jpg



Parting Thoughts

http://48az78esb162xomyl2iipyey3f.wpengine.netdna-cdn.com/wp-content/uploads/2014/12/The-Thinker-660x400.jpg



Think in Terms of Research Campaigns

 Long Term

* [nform decision
makers

 Communicate with
different audiences

 Research vision

CENERAL
HowE

http://www.nps.gov/nr/twhp/wwwlps/lessons/107bennington/107locate2.htm



Marketplace of Ideas
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Improving Bayesian Reasoning: The Effects of Phrasing, Visualization, and Spatial
Ability -

Alvitta Ottley, Evan M. Peck, Lane Harrison, Daniel Afergan, Caroline Ziemkiewicz, Holly A.
Taylor, Paul K. J. Han, Remco Chang

IEEE Transactions on Visualization and Computer Graphics (Proc. InfoVis), 2015

BRAAHMS: A Novel Adaptive Musical Interface Based on Users' Cognitive State /-
Beste F. Yuksel, Daniel Afergan, Evan M Peck, Garth Griffin, Lane Harrison, Nick W.B
Chen, Remco Chang and Robert J K. Jacob

New Interfaces for Musical Expression (NIME), 2015

An Evaluation of The Impact of Visual Embellishments In Bar Charts /-
Drew Skau. Lane Harrison. Robert Kosara
Computer Graphics Forum (Proc. EuroVis), 2015

Infographic Aesthetics: Designing for the First Impression /-
Lane Harrison, Katharina Reinecke, Remco Chang
Proc. ACM Human Factors in Computing Systems (CHI), 2015

Ranking Visualizations of Correlation Using Weber's Law /-
Lane Harrison, Fumeng Yang, Steven Franconeri, Remco Chang
IEEE Transactions on Visualization and Computer Graphics (Proc. InfoVis), 2014

Visualization Evaluation for Cyber Security: Trends and Future Directions /-

Diane Staheli, Tamara Yu, Jordan Crouser, Suresh Damodaran, Kevin Nam, David O'Gwynn,
Sean McKenna, Lane Harrison

Proceedings of the Eleventh Intemational Symposium on Visualization for Cyber Security
(VizSec), 2014

Influencing Visual Judgment through Affective Priming /-
Lane Harrison, Drew Skau, Steven Franconeri, Aidong Lu, Remco Chang
Proc. ACM Human Factors in Computing Systems (CHI), 2013

The adaptive user: Priming to improve interaction /-
Alvitta Ottley, Evan M Peck, Lane Harrison, Remco Chang
ACM CHI 2013 Workshop on Many People Many Eyes, 2013

http://web.cs.wpi.edu/~Itharrison/



Engage/Support the Media

Begin introduction

Watchers -«

About data categories

Phones can collect a trove of data
about the user. The Journal looked
at the key categories below.

User name, password

MOUSE OVER FOR MORE

Identity
Location

Fontacts Pandora (iPhone)

p—

What They Know - Mobile

are ing users through "apps” - games and other

software on their phones. Some apps collect information including location, unique
serial-number-like identifiers for the phone, and personal details such as age and
sex. Apps routinely send the information to marketing companies that use itto
compile dossiers on phone users. As part of the What They Know investigative series
into data privacy, the Jounal analyzed the data collected and shared by 101 popular
apps on iPhone and Android phones (including the Journal's own iPhone app). This

ive database shows the beh of these apps, and describes what each app
told users about the information it gathered

http://www.wsj.com/public/page/what-they-know-digital-privacy.html



Challenge Assumptions

http://peshawar.olx.com.pk/we-have-ready-stock-of-used-hard-disk-40gb-80gb-iid-21611687



Think Big

[Pv4 Census May

Reserved sooe.11.08

Unallocated

Cooperative Association for Internet Data Analysis (CAIDA)
2007 IPv4 Census Map (two-month ping sweep)

http://www.caida.org/research/id-consumption/census-map/



Think Small
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Irritate Software, Hardware, Protocols, and People

http://commons.wikimedia.org/wiki/File:Pearl_oyster.jpg



Detect Patterns
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http://commons.wikimedia.org/wiki/File:Puzzle_Krypt-2.jpg



Detect Patterns

$500,000 Worth of Bitcoins Stolen

i i 276
Ask Amir Taaki About Bitcoin ™
469

Friday's Big Swings, Mostly Down, lllustrate Bitcoin Value Volatility

Bitcoin Used For the Narcotics Trade 535
AMD Betting Future On the GPGPU 181

M

5

2011 2010

WikiLeaks, Money, and Ron Paul 565

Bitcoin Releases Version 0.3

http://slashdot.org/index2.pl?fhfilter=bitcoin

http://justindupre.com/sunday-squakbox-what-are-your-thoughts-on-bitcoin/



Look at the Intersection of Your Interest Areas

Visualization

Security

Robots

o Software Defined

Radio

Cyber Operations
Malware
Deception

Privacy

Social Engineering
Insider Threat

<What are you
passionate about?>



What Makes You Mad
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What Can Possibly Go Wrong




Pretty Pictures

http://web.uncg.edu/dcl/courses/psychology-ischool/images/inkblot03.jpg



Think Like a Nation-State

http://commons.wikimedia.org/wiki/File:Political_World_Map.jpg



Look in Cracks, Crevices, Under Rocks, and Other Dark Places

http://commons.wikimedia.org/wiki/File:Stones_1646.jpg



VizSec 2015
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Enjoy the Golden Age of Visualization :)

Questions???

http://1.bp.blogspot.com/-FugwMPYwDYU/UjO-8mTEE5SI/AAAAAAACLYyU/mdmqaxPVBx4/s1600/13_schomburg_end02.jpg



