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Disclaimers 
    The views in this talk are the 

authors’ and don’t reflect the official 
policy or position of the United States 
Military Academy, the Department of 
the Army, the Department of Defense, 
or the United States Government. 

    Context matters.  Some of these 
countermeasures are likely illegal in 
certain (or all) circumstances.  If you 
have questions in this regard, consult a 
lawyer.  We are not lawyers. 

    All characters and events in this show 
– even those based on real people – 
are entirely fictional.  All celebrity 
voices are impersonated... poorly.  The 
following program contains coarse 
language and due to its content it 
should not be viewed by anyone. 



Takeaways 

• Networked surveillance systems threaten our 
privacy and our free way of life 

• Individuals can and should protect themselves 

• This community has the knowledge and status 
to deflect the trajectory of our surveilled future 

 
 



   If you know the enemy 
and know yourself, you 
need not fear the result 
of a hundred battles. If 
you know yourself but 
not the enemy, for every 
victory gained you will 
also suffer a defeat. If 
you know neither the 
enemy nor yourself, you 
will succumb in every 
battle.        
    - Sun Tzu 

http://en.wikipedia.org/wiki/File:Enchoen27n3200.jpg 



Current Trends 



Instrumented People 

“Government of India Plans to Track Mobile Phone Users” 
“World's Biggest Biometric ID Scheme Forges Ahead” 

(1.2B People) 
http://www.bbc.co.uk/news/world-asia-india-16979875 

http://commons.wikimedia.org/wiki/File:Delhi_airport_departure_terminal_1A%281%29.JPG 
http://www.indianexpress.com/news/soon-govt-will-keep-track-of-where-every-mobile-phone-user-is/912681/ 



Instrumented Homes 

TV's that watch you. 

http://www.technologyreview.com/web/38383/ 
http://hdguru.com/is-your-new-hdtv-watching-you/7643/ 

http://yro.slashdot.org/story/12/03/31/2027225/samsung-says-their-tvs-arent-really-spying-on-you 



Instrumented Communities 

$1 Billion Scientific “Ghost Town”  

http://www.foxnews.com/scitech/2012/05/12/scientists-plan-1b-ghost-town/ 



New Applications 

Emperor Penguins Counted from Space 

http://www.bbc.co.uk/news/science-environment-17692025 



New Applications 

Police Use of Surveillance Drones 

http://www.wsvn.com/news/articles/local/21003198189967/ 
http://thawkmav.com/ 



New Power Sources 

http://www.washingtontimes.com/news/2012/apr/4/scientists-build-robot-jellyfish-fueled-sea-water/ 
http://www.guardian.co.uk/world/2012/apr/02/us-plans-nuclear-drones 

   Robojelly – Powered 
by Hydrogen and 
Oxygen in Water 

   Nuclear Powered 
Drone Research - 
Flight time from 
“days to months” 

http://en.wikipedia.org/wiki/File:MQ-9_Reaper_in_flight_%282007%29.jpg 



Lots of Investment 

Minneapolis-St. Paul Airport launches $20M HD 
Surveillance Camera Project 

http://www.startribune.com/business/151198495.html 
http://www.mspairport.com/directions/humphrey-terminal.aspx 



Lots of Investment 

Lower Manhattan Security Initiative 

http://www.wired.com/dangerroom/2010/05/video-inside-new-york-spycam-hq/ 



Increased Capabilities 

SoundHound 

http://www.soundhound.com/index.php?action=s.press_release&pr=23 



Increased Capabilities 

Facial Recognition 

http://www.economist.com/node/21524829 
http://www.wpi.edu/News/Transformations/2002Spring/recognition.html 



Increased Capabilities 

Man-Machine Hybrid Analysis  
Google Using ReCAPTCHA to Decode Street View Addresses 

 
http://techcrunch.com/2012/03/29/google-now-using-recaptcha-to-decode-street-view-addresses/ 

http://tech.slashdot.org/story/12/03/29/2055228/google-using-recaptcha-to-decode-street-addresses 

http://upload.wikimedia.org/wikipedia/commons/5/58/The_wilson_front_door.JPG 



Increased Capabilities 

MIT Lincoln Lab Technology Provides Real-Time 
Video Through Solid Walls 

http://web.mit.edu/newsoffice/2011/ll-seeing-through-walls-1018.html 



New Incentives 

GPS used for Driving Insurance “Discounts” 
http://en.wikipedia.org/wiki/File:KyotoTaxiRide.jpg 

http://www.inautonews.com/wp-content/plugins/yet-another-photoblog/ cache/tomtom_pro_3100_insurance.65yvmqcnmwsgooooc4sswck8s.a5fuq7lrqzkgc0ccw4ss08gso.th.jpeg 



Old Reasons 

Malls Track Shoppers' Cell Phones 

http://money.cnn.com/2011/11/22/technology/malls_track_cell_phones_black_friday/index.htm 

  “We are conducting 
an anonymous mobile 
phone survey to help 
us enhance your 
shopping experience.” 



Coercive Disclosure of Identity 

Google+ Real-Name Policy 

http://www.zdnet.com/blog/networking/google-revises-google-real-name-management-policy/1278 



Same System Vulnerabilities  

http://commons.wikimedia.org/wiki/File:Pinscher_puppy.jpg 

See... 
Tom Cross, “Exploiting Lawful Intercept to Wiretap the 

Internet” Black Hat DC 2010 
Zeljka Zorz, “Most CCTV Systems are Easily Accessible to 

Attackers” Help Net Security 
 



Lots of “Blue-Sky Ideas” 

US Postal Trucks as Fleet of Sensor Platforms 

http://lynnjenkins.house.gov//images/user_images/Post%20Office.jpg 
http://science.slashdot.org/story/10/12/19/2216202/a-blue-sky-idea-for-the-usps-postal-trucks-as-sensors 



The Potential for Misuse is High... 

http://gadgetcrave.frsucrave.netdna-cdn.com/wp-content/uploads/2011/04/1984-movie 



We'll Leave Online Surveillance for 
Another Talk... 

http://corcodilos.com/blog/wp-content/uploads/2011/11/big-brother.jpg 



Deconstructing a Surveillance 
System 



Surveillance System Model 



Surveillance System Model 



Surveillance System Model 



Surveillance System Model 



Surveillance System Model 



Surveillance System Model 



Countermeasures 



Understand the Sensor/System 

See Joe Grand, Jacob Appelbaum, and Chris 
Tarnovsky's Defcon 17 “Smart Parking Meter” Talk 

- Acquire 
- Understand 
- Take it apart 
- Spec sheets 
- Range 
- Power consumption 
- Processing ability 
- Sampling rate 
- Response time 
- Sensitivity 
- Age 
- Maintenance 
- Environment 
- Limitations 
- Vulnerabilities 



Deny, Degrade, Defeat Sensors 



Detect 

http://en.wikipedia.org/wiki/File:Car_radar_detector.jpg 

Car Radar Detector (Japan) 



Detect 

http://www.shodanhq.com/ 

Networked Sensors may be visible online  



Monitor Location and Time of Use 

http://www.mediaeater.com/cameras/info/cb-12.html 
app.ddot.dc.gov/services_dsf/traffic_cameras/map_10.asp 

Washington DC Area 
DDOT Traffic Camera 

Locations 
(Government Data) 

NYC Surveillance 
Camera Project 

(Community Driven) 



Understand Range and Coverage 

http://www.globalsecurity.org/military/library/policy/army/accp/in0542/lsn1.htm 

Improved TOW Vehicle Range Card  



Bypass 



Bypass 

http://www.secmeme.com/2011/05/some-access-controls-are-easier-to.html 



Bypass 

http://lawrenceofcyberia.blogs.com/news/2006/12/western_news_me.html 



Sampling Rate, Sensitivity 

See http://mythbustersresults.com/episode59 

BUSTED - A heat detector can be fooled by heating the room to body 
temperature. 

CONFIRMED - A heat detector can be fooled by wearing a highly 
insulated fire proximity suit. 

CONFIRMED - A heat detector can be fooled by placing glass between 
the intruder and the sensor. 

BUSTED - An ultrasonic motion detector can be fooled by wearing thick-
padded clothing. 

CONFIRMED - An ultrasonic motion detector can be fooled by holding a 
bedsheet in front of you. 

CONFIRMED - An ultrasonic motion detector can be fooled by moving 
extremely slowly. 

 



Glass Blocks IR 



As Does Acrylic 



But Be Careful How You Hold It 



Shielding 

Wi-Fi Shielding Wallpaper 

http://www.thinkgeek.com/gadgets/security/8cdd/ 
http://sternlab.org/2008/04/body-technology-interfaces/ 

http://www.wired.com/design/2012/05/identity-protection-wallpaper/ 

Laptop Compubody Sock Stand-off Distance / Air Gap 

RFID Blocking Wallet 



Shielding 

http://www.youtube.com/watch?v=T43LtGNFLPw 

Santa's Helpers Disable Naughty Cameras in Tempe 



Cloaking 

http://spectrum.ieee.org/nanoclast/semiconductors/nanotechnology/graphene-enables-invisibility-cloak 

Graphene-based Invisibility Cloak 



Chaffing 

Navy Wants Ultraviolet Cloaking Device for Jet Fighters 

http://www.wired.com/dangerroom/2012/05/navy-uv-cloak/ 



Absorption 

Radar Absorbing Materials 

http://oceanexplorer.noaa.gov/explorations/05deepscope/logs/aug28/media/galv_boats_on_radar.html 



Jam 

http://www.youtube.com/watch?v=cay382lod70 

Green Laser Pointer in Webcam 



Destroy 

http://www.youtube.com/watch?v=20PtFoyu0ZI 

Microwave Oven HERF Gun 



Disable 

http://commons.wikimedia.org/wiki/File:Electrical-tape_black.jpg 
http://www.mouser.com/ProductDetail/Neutrik/NYS231/?qs=JfNPhaIww3L40DejsZrW45j6vm7w9WEkL8akcb15MZ8%3d 

 

Black Tape Microphone Plugs 



Deny, Degrade, Defeat Processing 



Spoofing 

http://www.bbc.co.uk/news/world-europe-11511886 

WWII Operation 
Bodyguard 

~2010 Russian Inflatable 
Weapons 

http://en.wikipedia.org/wiki/Operation_Bodyguard 



Camouflage 

HMS Argus (1917) CV Dazzle (2012) 
Camouflage for Computer Vision 

http://en.wikipedia.org/wiki/Dazzle_camouflage 

See Joshua Marpet's “Facial Recognition: Facts, Fiction, and 
Fsck-ups” from Defcon 18 and http://cvdazzle.com/ 



Degrade Information Quality 

The Prisoner - “It's Your Funeral” 

http://www.webomatica.com/wordpress/images/prisoner/prisoner_10_its_your_funeral.jpg 



Overcome Processing 

Go to Trial:  Crash the Justice System 
(See NY Times 10 March 2012 story by Michelle Alexander) 

http://en.wikipedia.org/wiki/File:JMR-Memphis1.jpg 



Data Collection, Retention,  
Storage and Lifespan 



Secure Data In Transit / At Rest 

Privacy Glasses 

http://www.instructables.com/id/Privacy-monitor-made-from-an-old-LCD-Monitor/ 

89 24 59 c8 cf fd 88 d1 53 b9 38 82 b3 6d 58 9a 

14 00 67 68 ec 92 5a 6d 44 92 75 db 2a b3 36 2b  

37 1a 44 21 96 d9 12 b6 71 b4 cf f6 45 9a a5 68  

19 6c 95 f2 ae 65 61 91 3a 1b da 1d 6f 22 eb be  

c3 20 cc 62 24 54 e5 53 b9 04 82 2b eb a7 d8 67  

75 9b 12 b5 1f c8 b9 c2 aa 8b 79 cd 09 b2 7d a2  

92 82 b3 4c c1 1f 2c 4c 9a bc 3b f2 75 e8 07 47  

7e 1a fa 41 cc 41 b9 c4 e6 12 1c ce 31 67 15 cf  

 Encryption 



Destroy Data 

http://www.ssiworld.com/watch/ 

http://www.wired.com/gadgetlab/2012/03/will-it-shred-the-badass-pri-max-says-yes/ 

Shredder (SSI) 

http://www.diginfo.tv/v/12-0074-n-en.php 

Degausser (Japanese 
Platform)  

http://www.technologyreview.com/blog/helloworld/27853/?p1=blogs 

See also overflow or corrupt storage and 
resource consumption in general... 



Avoid Generating Data 

http://en.wikipedia.org/wiki/File:Luddite.jpg 
http://www.fbi.gov/news/stories/2008/april/unabomber_042408 

http://www.raleighnc.gov/content/SolidWaste/Images/SWS/Recycle/PhoneBook300.JPG 

Become a Neo-Luddite 

Live in the 19th Century 

Live in the 20th Century 

http://en.wikipedia.org/wiki/File:Luddite.jpg
http://www.fbi.gov/news/stories/2008/april/unabomber_042408


Communications and  
Command and Control 



Take Control 

Apple's “Systems and Methods for Receiving Infrared Data with 
a Camera Design to Detect Images Based on Visible Light” 

http://www.patentlyapple.com/patently-apple/2011/06 
/apple-working-on-a-sophisticated-infrared-system-for-ios-cameras.html 

http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2F 
netahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220110128384%22.PGNR.&OS=DN/20110128384&RS=DN/20110128384 



Take Control 

But beware the illusion of control 

http://mashable.com/2011/09/28/new-facebook/#27485Controlling-Who-Sees-Your-Activity 



DOS 
(The Human and the Communication Channel) 

Reverse Robocall 
http://arstechnica.com/tech-policy/2011/12/ 

reverse-robocall-campaign-lets-citizens-phone-blast-sopa-supporters/ 



Understand the Actors 

- Owners 
- Enablers / Purveyors 
- Information Consumers 
- Regulators 
- Targets (the Surveilled)  
 
 



Model in Context 



Model in Context 
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Model in Context 
Enablers 

Regulators Targets 

Owners Users 



Influence Policy and Policy Makers 



Vote 

http://en.wikipedia.org/wiki/File:Election_MG_3455.JPG 



Educate 

http://www.senaterepublicans.wa.gov/news/2011/fain/031511TH.htm 

Decision Makers 

Communities 

Media 
See Stephen Cass' excellent 
“How to Talk to the Mainstream 
Media” from The Last HOPE 



Look to History and Surveillance Cultures 

East Germany McCarthy-era Prison 



Culture Jamming 

http://en.wikipedia.org/wiki/File:Vorsprung_durch_Graffit_-_geograph.org.uk_-_1670605.jpg 

Graffiti on Billboard in Cambridge, UK 



Rally Support 

Stop Online Piracy Act (SOPA) Blackout Day – 18 January 2012 



Cry Foul... 

PA Tax Amnesty TV ad “We Know Who You Are” 
http://www.huffingtonpost.com/2010/05/02/pennsylvania-tax-ad-has-o_n_560178.html 

"Listen, Tom, we can 
make this easy," the 
voice says as a 
satellite image zooms 
in from space onto 
Tom's house.  

"Tom, we do know who 
you are," the narrator 
continues before a 
caption appears on the 
screen, "Find us 
before we find you."  



And Sometimes it Will Have the 
Desired Effect... 



And Sometimes it Will Have the 
Desired Effect... 

http://www.pataxpayup.com/ 



But Communicate Issues Effectively 

See "'I've Got Nothing to Hide' and Other Misunderstandings 
of Privacy"  

by Daniel Solove for one powerful example. 



Art is Powerful 

https://www.google.com/takeaction/ 



Sometimes it Works 

Thank you Congress  
   

A groundswell of opposition against PIPA and SOPA.  
Thank you – and the more than 7 million other 
Americans – who stood up for the Web. 

https://www.google.com/takeaction/ 



As is Science Fiction 



Highlight Costs, Effectiveness,  
Security and Health Risks 

“A Colorado teen is upset with 
screeners at Salt Lake City 
International Airport. The type one 
diabetic says TSA agents were 
abrupt, rude and were responsible 
for breaking her $10,000 insulin 
pump. A pump she has to have to 
survive. ” 

“... has spent nearly $90 million 
replacing traditional 
magnetometers with controversial 
X-ray body scanning machines...” 

“FDA Leans on Device Makers To 
Cut X-Ray Doses For Kids” 

“$1B of TSA Nude Body Scanners 
Made Worthless By Blog — How 
Anyone Can Get Anything Past 
The Scanners” 

http://www.wired.com/threatlevel/2010/11/giz-scans/ 
http://www.wired.com/threatlevel/2012/05/body-scanner-vulnerabilities 

http://www.abc4.com/content/news/state/story/TSA-diabetes-salt-lake-insulin-savannah/Az-QjubuEUeXMX7LAbC1Xw.cspx 
http://www.npr.org/blogs/health/2012/05/09/152337190/fda-leans-on-device-makers-to-cut-x-ray-doses-for-kids?ft=1&f=152337190 

http://tsaoutofourpants.wordpress.com/2012/03/06/1b-of-nude-body-scanners-made-worthless-by-blog-how-anyone-can-get-anything-past-the-tsas-nude-body-scanners/ 
 

“100 Naked Citizens: 100 
Leaked Body Scans” 

http://www.wired.com/threatlevel/2010/11/giz-scans/
http://www.wired.com/threatlevel/2012/05/body-scanner-vulnerabilities


Transparency and Disclosure 

http://en.wikipedia.org/wiki/File:Red-light-camera-springfield-ohio.jpg 



Sometimes Transparency  
Can be Painful... 



Conduct and Share (Admissible) Research 

    ACM Computers 
Freedom and Privacy 

    Workshop on 
Privacy in the 
Electronic Society 
(WPES) 

    Privacy Enhancing 
Technologies 
Symposium (PETS) 

    ... and don't forget 
Legal, Government, 
Military, and Industry 
events 

 
Don't Forget Executive Summary Versions too... 

 



Take it to Congress 

http://oversight.house.gov/hearing/tsa-oversight-part-iii-effective-security-or-security-theater/ 

TSA Oversight:  Effective 
Security or Security Theater 
House Oversight Committee 

(26 March 2012) 

The work of our two 
Committees has documented 
a recurring pattern of 
mismanagement and waste 
at the Transportation Security 
Administration.   
Add to this an unending 
string of video clips, 
photographs and news 
reports about inappropriate, 
clumsy and even illogical 
searches and screenings by 
TSA agents...  



Take it to Court 

http://blogs.wsj.com/digits/2012/02/25/fbi-turns-off-thousands-of-gps-devices-after-supreme-court-ruling/ 

FBI Turns Off Thousands of GPS Devices After 
Supreme Court Ruling 



Take it to the White House 

http://www.wired.com/threatlevel/2012/02/privacy-bill-of-rights/ 

White House “Privacy Bill of Rights” 



Some Have Chosen More Extreme Measures 

Tahrir Square, Egypt 
8 February 2011 

http://www.sealandgov.org/ 
http://www.komonews.com/news/local/KATU-147866735.html 

http://en.wikipedia.org/wiki/File:Tahrir_Square_during_8_February_2011.jpg 
http://en.wikipedia.org/wiki/File:Anonymous_at_Scientology_in_Los_Angeles.jpg 

http://yro.slashdot.org/story/12/05/07/015212/pirate-party-gaining-strength-in-germany 

Principality of Sealand Non-Violent Civil 
Disobedience 

Formation of the Pirate 
Party 

Hactivism 



Support Your Privacy Champions of 
Choice 

http://www.wired.com/threatlevel/2012/02/privacy-bill-of-rights/ 



Join a Professional Society 

http://www.nxtbook.com/nxtbooks/ieeeusa/ieeeusa_summer12/index.php#/10 



Common Sense 

http://en.wikipedia.org/wiki/Common_Sense_%28pamphlet%29 



Parting Thoughts... 



Lumbering Bureaucracy 

http://lotr.wikia.com/wiki/Ents 



Beware Counter-Counter Measures 

Miami Beach Police Ordered Videographer at 
Gunpoint to Hand Over Phone 

http://www.pixiq.com/article/video-showing-mb-cops-pointing-gun-at-man-for-recording-them 
http://www.pixiq.com/article/MIami%20Beach%20Police%20Ordered%20Videographer%20 

At%20Gunpoint%20To%20Hand%20Over 



Don't be put off by Naysayers... 
   The introduction sounds more like a political 

manifesto than a piece of security research.  
   It is filled with inappropriate and sensational 

speculation (e.g., "Today's 'free' societies may 
slide toward a police state through Pearl Harbor-
like events and totalitarian governments may 
rise to power. Consider [DARPA's] Total 
Information Awareness program...").  

   Before making such baseless assessments and 
implications, consider that people who work for 
DARPA and the U.S. government do participate 
in program committees.  



http://yro.slashdot.org/story/12/02/02/1719221/do-you-like-online-privacy-you-may-be-a-terrorist 

Well Intentioned, but... 

Suspicious Activities 
“Overly concerned about privacy” 

“Always pays cash” 
“Use of anonymizers... 

 to shield IP address” 
“Uses encryption” 

“Downloads information 
 about electronics” 



Seek Actionable Changes 

http://www.wired.com/threatlevel/2011/07/ts/ 
Simson Garfinkel, “Canadian Standards Association Code for Protecting Personal Information,” Database Nation, p279 

Before                                    After 
    See also Opt-In, Anonymization, Accountability, Consent, 

Limited Collection, Limited Use, Disclosure and Retention, 
Accuracy, Safeguards, Individual Access, Ability to Challenge, 
Privacy by Design... 



Risk of Uniqueness 

See Peter Eckersley's “How Unique is Your Browser?” from Defcon 18 
and https://panopticlick.eff.org/ 



In Conclusion… 

• Networked surveillance systems threaten our 
privacy and our free way of life 

• Individuals can and should protect themselves 

• This community has the knowledge and status 
to deflect the trajectory of our surveilled future 

 



For More Information... 
Lisa Shay, Dominic Larkin, John Nelson, and Gregory Conti.  "A 

Framework for Analysis of Quotidian Exposure in an Instrumented 
World."  to be presented at IEEE International Carnahan Conference 
on Security Technology, October 2012.   

Greg Conti, Lisa Shay, and Woody Hartzog. "Life Inside a Skinner Box: 
Confronting our Future of Automated Law Enforcement." DEFCON 
20, July 2012. 

Lisa Shay, Woodrow Hartzog, John Nelson, Dominic Larkin and Gregory 
Conti. "Confronting Automated Law Enforcement." We Robot, April 
2012. 

Greg Conti. "Our Instrumented Lives: Sensors, Sensors, Everywhere." 
DEFCON 18, July 2010. 

  

We'd also like to thank John Nelson, Woody Hartzog, and  
Dominic Larkin for their support of this work. 



Questions? 

http://commons.wikimedia.org/wiki/File:Lamp_surveillance_cameras.jpg 
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