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What kind of future did you think 
the internet would give us?



A Key Problem: 
Human Nature

• Early thinking about the internet 
underestimated critical facets of 
human nature, that have now come 
roaring forward.

• Personal confirmation and 
validation feel better than objective 
truth.

• There are lots of people in the fun 
house mirror business.

• You can create deceptions in 
the internet at all levels of 
abstraction.
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What this talk will cover

• Deception: A formal understanding of 
how to craft effective deceptions and deception 
operations, grounded in military doctrine.

• Counter-Deception: Disciplines that 
can be constructed within information or 
intelligence collection efforts that protect 
against deception.

• Internet Applications: How can we 
apply counter-deception disciplines to the 
design of capabilities within the internet that 
make deception harder.



Why, So What, 
Who Cares

• Hackers have the ability to see 
things (fuckery) that other 
people don’t see

• If we don’t get this right – Now 
– we’ll be living in a future that 
out-Gibson’s William Gibson 
and out-Orwell’s George Orwell

• The people in this room have 
the skillset to deflect our 
future’s trajectory



Deception is an Ancient Military and Intelligence Practice

The act of hiding the truth, especially to get an advantage

Military deception is actions executed to deliberately 
mislead adversary military, paramilitary, or violent extremist 
organization decision makers, thereby causing the adversary 
to take specific actions (or inactions) that will contribute to 
the accomplishment of the friendly mission 

https://dictionary.cambridge.org/us/dict ionary/english/deception
https://www.cia.gov/resources/csi/static/Soviet-Deception-Cuban-Missile.pdf
https://en.wikipedia.org/wiki/Ghost_of_Kyiv#/media/File:Ghost _of_Kyiv_Art.jpg

https://www.armyupress.army.mil/Books/Browse-Books/iBooks-and-EPUBs/Deception-in-the-Desert/



Deception Target

Human Code AI

Users Malware Analysts Malware Detection Systems AI

Deception
Technique

Phishing
Typosquatting
Domain mimicry
Spoofed login page
Malicious PDFs
Malicious Images
Trojans
Keyloggers

False Flags
Code obfuscation/packing
Fileless malware
Deceptive  metadata
Anti-debugging
Living off the Land Attacks
C2 on legitimate domains

Fileless Malware
Polymorphic malware
Stolen digital certificates
Rotating C2 infrastructure
Code injection
Encryption
Bypassing AV
Impersonated system context

Poisoning
Jailbreaks
Evasion attacks
Privacy attacks

Examples My name is Legion; 
for we are many :)
Zeus (banking)

Olympic Destroyer
xz backdoor
Petya & NotPetya
CyberCaliphate & 
TV5Monde

Malvertising
App Stores infiltration
Antivirus software bypass

Glaze
Nightshade

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/rise-in-deceptive-pdf-the-gateway-to-malicious-payloads/
https://www.reversinglabs.com/blog/malware-in-images
https://www.csoonline.com/article/568799/what-is-a-false-flag-how-state-based-hackers-cover-their-tracks.html
https://www.crowdstrike.com/cybersecurity-101/malware/fileless-malware/
https://jaimingohel.medium.com/analysis-of-zeus-banking-trojan-0cc3e9e5c956
https://www.wired.com/story/untold-story-2018-olympics-destroyer-cyberattack/
https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295/
https://doublepulsar.com/inside-the-failed-attempt-to-backdoor-ssh-globally-that-got-caught-by-chance-bbfe628fafdd
https://www.securityweek.com/notpetya-destructive-wiper-disguised-ransomware/
https://cybersecurity.springeropen.com/articles/10.1186/s42400-020-00048-4
https://cybersecurity.springeropen.com/articles/10.1186/s42400-020-00048-4
https://www.darkreading.com/cyberattacks-data-breaches/malicious-apps-millions-downloads-apple-google-app-stores
https://glaze.cs.uchicago.edu/
https://nightshade.cs.uchicago.edu/whatis.html


Levels of Deception

Strategic: Disguises basic 
objectives, intentions, strategies, 
and capabilities.

Operational: Confuses an adversary 
regarding a specific operation or 
action you are preparing to 
conduct.

Tactical: Mislead others while they 
are actively involved in competition 
with you, your interests, or your 
forces.

JW Caddel, Deception 101 - Primer on Deception, Strategic Studies Institute. At http://www.strategicstudiesinstitute.army.mil/pdffiles/pub589.pdf



Poisoning the DIKW Hierarchy

What are you really 
trying to do

How deep are trying to 
get into your target’s 
head

AI intersection?
The strategic high level 
perspective 

Image: Luis Tedeschi (2019), released under CC 4.0



Deception 
Maxims

• These deception maxims were 
developed by the CIA, later 
declassified and released 
under FOIA 

• In this section of the talk, we 
explain these maxims and 
illustrate them with examples 
seen today



Maxim 1 - Magruder’s Principle

It is easier to maintain a pre-
existing belief in the target 
than force a change in beliefs



"I do have the ability to detect and 
affect human emotion...

When I do interfere, it is rarely that I 
do more than strengthen, as little 
as I can, what is already there...

He was not anxious to hand you 
over to the Imperial authorities, 
whom he does not like. I 
merely strengthened the dislike a 
trifle and he handed you over to 
my care, accepting the arguments I 
offered..."

Asimov – Prelude to Foundation



Maxim 2 - Exploiting 
Limits of Human and 
Machine Sensing and 
Information Processing

Maxim 3 - Jones Dilemma

Deception is difficult if there 
are more real sources than 
false sources



Maxim 4 - Carefully Sequence 
Deception Activities to Tell a Story

Maxim 5 - Carefully Design 
Planned Placement of 
Deceptive Material

• Make target “work” for it, don’t 
boldly announce what you are doing 
(example diary easily found on a 
desk vs. hidden, obfuscated code)

• Contrast this with “orgy of 
evidence”



"A combination of certain code development environment features stored in 
executable files, known as Rich Header, may be used as a fingerprint identifying 
the malware authors and their projects in some cases.

In case of Olympic Destroyer wiper sample analyzed by Kaspersky Lab this 
“fingerprint” gave a 100% match with previously known Lazarus malware 
components and zero overlap with any other clean or malicious file known to 
date to Kaspersky Lab.

It now looks like a very sophisticated false flag which was placed inside the 
malware intentionally in order to give threat hunter impression that they found a 
smoking gun evidence."



Maxim 6a - Ambiguity

Increase doubt by providing many 
possible truths

https://commons.wikimedia.org/wiki/File:V%C4%9Btru%C5%A1e,_zrcadlov%C3%A9_bludi%C5%A1t%C4%9B.jpg

Maxim 6b - Misdirection

Decrease doubt by focusing target 
on a given falsehood



Maxim 7 - Husband 
Deception Assets

Maxim 8 - Feedback

Includes attackers monitoring for 
success of deception and 
monitoring for being deceived 
themselves.



Countering Deception

Four ways to counter deception:

• Intelligence: Directly observing the adversary's 
deception planning and activities

• Disruption: Preventing the adversary from 
injecting narratives into your sources

• Analytic: Detecting simulated narratives

• Deterrent: Demonstrating detection capability

Developing Analytic Processes:

• Identifying and checking key assumptions

• Devil's Advocacy or TeamA/TeamB

• What do deception maxims imply about defense?



Maxims that suggest when deception may be present

Maxim Counter-Maxims

Maxim 6a - Ambiguity Deception Is there more than one narrative present? 
Contradictions and incongruities may 
suggest deception.

Maxim 6b - Misdirection Deception The Plus-Minus Rule: No imitation can 
be perfect without being the real thing. In a 
simulation, characteristics will be added or 
they will be missing.

Maxim 4 - Carefully Sequence 
Deception Activities to Tell a Story

Is there an "orgy of evidence?" Are facts 
being revealed all at once when it would 
make more sense for them to emerge 
slowly (or vice-versa).



Maxims that suggest mental discipline in analysis

Maxim Counter-Maxims

Maxim 1 - Magruder’s Principle Apply the same critical analysis to 
facts that support your assumptions 
that you apply to facts that contradict 
them.

Maxim 5 - Carefully Design Planned 
Placement of Deceptive Material

Don't assume a fact is true just 
because it was hard to obtain it.

"The vulnerable mind fits ambiguous information 
to its own preconceptions and expectations."

 
 - Bennet & Waltz - CounterDeception Principles and Applications for National Security



Advertising bias
Anti-science bias
Concision bias
Content bias
Corporate bias
Coverage bias
Decision-making bias
Demand-driven bias
Demographic bias 
Distortion bias
False equivalence

Selection bias
Negativity bias
Partisan bias

https://en.wikipedia.org/wiki/Media_bias
https://www.hunimed.eu/news/list-of-common-cognitive-biases/

Actor-Observer bias
Anchoring bias
Availability bias

Confirmation bias
False Consensus effect
Halo effect
Hindsight bias
Misinformation effect
Optimism bias
Self-Serving bias
Apophenia
Framing
Status quo bias
Speculative content



Maxims that suggest methods of preventing deception

Maxim Counter-Maxims

Maxim 2 - Exploiting Limits of Human and 
Machine Sensing and Information Processing

Maxim 3 - Jones Dilemma

Develop lots of trustworthy sources of data 
and analysis. Measure reality from multiple 
perspectives and resolutions.

Maxim 7 - Husband Deception Assets Model the adversary's capabilities and 
neutralize them.

Maxim 8 - Feedback Behave as if you believe the deception so the 
adversary doesn't pivot.

Deter the adversary by showing them that 
you've detected the deception. (Pre-bunking)



Developing 
trustworthy 
sources of data 
and analysis

• Evaluating independence, expertise, and the biases of 
sources of analysis.

• Do you trust this source because of your own biases?

• Evaluating past performance to determine future results.

• Measuring from multiple perspectives and resolutions.

• Triangulating sources of information

https://chainsawsuit.krisstraub.com/20140916.shtml



A problem with experts.

We can't be experts on everything, but 
we have to make decisions about things.

We rely on experts to tell us both 
what the facts are and what to 
think about them, and that puts us at 
their mercy.

Experts don't have to lie – they can omit 
and emphasize.

Reality: 1 + 2 + 3 + 4 + 5 = 15

One Perspective: 1 + 2 + 3 = 6
Another Perspective 3 + 5 = 8



An observation about Journalistic Objectivity.

Another Perspective 3 + 5 = 8One Perspective: 1 + 2 + 3 = 6

Reality: 1 + 2 + 3 + 4 + 5

• Presenting both of these perspectives doesn't get us closer to the answer.
• The agenda setting power of institutions allows them to influence what 

questions are discussed. (See: Steven Lukes)

What if journalistic objectivity was defined as filling in the missing, relevant 
pieces of information that other institutions are overlooking?

"Good reporting requires the exercise of the highest of scientific virtues."
- Walter Lippmann



Call to Arms
• Hackers have an independent 

view outside of traditional 
institutions, and can therefore 
imagine what is needed to 
empower individuals.

• Some of you remember Gopher -
a past when the internet had 
other tools and other possibilities 
than it does today.

• Technology criticisms sometimes 
prompt overcorrection. Hackers 
often see both the promise and 
the perils.



Counter-Maxims Projects

Model the adversary's capabilities and 
neutralize them.

DISARM Framework
Misinformation Village

Measure reality from multiple 
perspectives and resolutions.

Can we build tools for information 
triangulation?

Apply the same critical analysis to facts 
that support your assumptions that you 
apply to facts that contradict them.

How do we know when questions 
have been raised about what we're 
reading?

Develop lots of trustworthy sources of 
data and analysis.

How can we identify and 
collect networks of experts?

Four Focus Areas.



WikiScanner and WikiWatchdog

https://github.com/volpino/WikiWatchdog

Sometimes 
there are small, 
focused technical 
projects that 
can have a big 
impact.



WikiTrust and Puppy Smoothies

Can we show the 
user when they 
are reading 
something 
that might be 
unreliable?



Vannevar Bush Douglas Engelbart Ted Nelson

Theme: Computers will always augment human intelligence better than they can replace it.



Some themes from Xanadu & Hyperscope
• Document permanence
• Version control everywhere
• Granular addressability of individual document passages
• Backlinks
• Forwardlink and Backlink previews

What would it take to make this stuff a basic part of the World Wide Web?



Backlinks are a content moderation challenge

• Backlinks are both valuable and worthless
o Pagerank uses backlinks to calculate a page's reputation
o A naive open backlink system would be overwhelmed with 

abuse and spam

• Imagine if you had a single "comment section" that worked 
for every webpage on the Internet and only showed you 
posts from people whose views you respect and value.
o It would be valuable if my browser told me if anyone I follow on 

social media has posted about the page I'm viewing.
o It might be even more valuable if social media users 

could respond to specific passages within web pages in a 
machine readable way.

• Building on top of social media platforms requires platforms 
that are technically, economically, AND culturally open to 
innovation.



Expertise/Source Reliability Protocol

Authoritative: University Website Profiles

Quasi-Authoritative: Wikipedia Profiles

Web-of-Trust: Linkedin Endorsements

Self-Published: Social Media Profiles

Machine Readable: Geek Codes

Equivocal: Social Media Follower Graphs

No current expertise infrastructure in the Internet combines:

• Open

• Machine readable

• Clear meaning & notion of authority



Information Triangulation - Summarization of different views

• Can I use LLMs to serve as a check and 
balance against my own biases?
o LLMs are dispassionate
o LLMs have built-in biases

• What if LLMs were coupled to data about source 
reputation?

• Could LLMs highlight individual passages in an 
article I am reading that have been disputed by 
other sources?

https://news.yahoo.com/tagged/360/



https://www.linkedin.com/posts/jwmba_90-of-people-lack-critical-thinking-skills-activity-7193961300748562432-exPW?utm_source=share&utm_medium=member_desktop

Critical Thinking Media Literacy
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Tom Cross (aka Decius):

tom@tomcross.info

Greg Conti:

gjconti@rumint.org

If you don't read the newspaper, 
you're uninformed. If you read the 
newspaper, you're mis-informed.
  - Mark Twain

Thank you!
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